Instructions for setting up the latest VPN connection.

To take advantage of the upgraded virtual private network (VPN) services, employees need to update a
few settings in their Check Point End Security application.
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1. Inin the lower right-hand corner of your screen, click the caret as shown below:
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2. Open your Check Point End Security application by selecting the yellow “lock icon” from the
icons in the lower right corner of your windows home screen.
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3. Right click on the yellow “lock icon” and select “VPN Options”
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4, Select “New”

@ Check Point Endpoint Security - Options X

Endpoint Security- & Check Point

SOFTWARE TECHNOLOGIES LTD

Sites Advanced

A site represents the organization you want to connect to.
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{3 Site Wizard

Welcome to the Site Wizard

The wizard will guide you through the configuration of
a new site for the VP dient,
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5. Select “Next”

{3 Site Wizard

Welcome to the Site Wizard

A, zibe 1z pour gateway ko nebwark resources.
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To continue, fill in the required information and dick next.

Server address or MName: |inlaccess.ir1l.gw |

Display name: |INL VPN NEW |
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6. Enter “inlaccess.inl.gov” under the “Server address or Name” field
7. Enter “INL VPN NEW” under “Display Name” and then click “Next”




{5 Site Wizard

Login Option Selection
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Select paur lagin zequence chaice fram the options set by vaur adminiztrator L) ’

Please select your preferred login option from the following list

| Standard (Default)
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Cancel Help

8. Select “Standard (Default)”

3 Site Wizard

Authentication Method

Select the authentization method to be uged.
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() Username and Password

Click if you use an account name and password.

) Certificate

Click if you use Hardware tokens or any other certificate type.

@ SecurlD

Click if you use RSA SecurlD.

)] Challenge Response
Click if you are reguired to provide different responses to a challenge.

() Secure Authentication API (SAA)
Click if you use third party authentication.
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Cancel Help

9. Select “SecurlD” and select “Next”




3 Site Wizard e
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SecurlD Authentication ‘_.._L".
Select pour SecurlD device type for authentication, g
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® Use Key FOB hard token

This device connects easily to any key ring and fits into pocket or small
carrying case.

°

() Use PinPad card

L

Shaped as a credit card, the PinPad card contains a numeric keypad. The code
displayed is a combination of the PIN and the current authenticator code,

() Use SecurID software token

]

A software implementation of the SecurlD authentication.

Back Cancel Help

10. Select “Use Key FOB hard token”. Use this option regardless if you have a hard or soft token.
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Site created successfully

Back Cancel Help

Select “Finish”



&] Check Point Endpeint Security 2

@ Would you like to connect?
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Select “Yes”
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SOFTWARE TECHMOLOGIES LTD:

Site: |]:M_u‘PNhEW4 v|

Authentication

Flease enter your credentials:

Username: | |

PIN: | |

Tokencode: | |

Selected Login Option: Standard Change Login Option Settings

11. Enter your Username, PIN and Tokencode as assigned

Please call the OpsCenter (208-526-1000) or email them at OpsCenter@inl.gov if you have issues or
questions.
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